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Outline

ACyberPhysical Systems
Aevolving paradigms and security challenges

ADigital Twins
Amodelling physical systems and cyisercurity processes

AService chains

Afrom digital to hybrid interconnectedness of multiple business and
technological domains

AKey takeaways
Aresearch and methodological hints
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CybefrPhysical Systems (CPS)
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collaborating providing citizens and businesses with a wide range of innovative
applications and servicés

AEC Horizon 2020

AN W S A v

Ad G KS ngfduxzy 2T SYOSRRSR &aeéeaidsSvya A\
together to create highly distributed systems, bringing a wealth of opportunities
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coIIaboratlve and autonomous. They provide computing and communication,
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AECSEL Joint Undertaking
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CyberPhysical Systems (CPS)
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Evolving paradigrifs

ARemote control
AdKI NRGANBRE O2YyYSOUA2Y K R agefrs NE
/

Aclosed world :
Asingle function or business process

AApplication:

Avideo control, device control

AProtocols: .~
AUPNP, DLNA @
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Evolving paradigrifs

Alnternet of Things

A Internet-enabled devices
Aclosed world
Asensors and actuators

AApplication:

Amanufacturing, autonomous driving,
SCADA systems

AProtocols:
AM2M, MQTTCoAPSOAP
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Evolving paradigrifs

ACloudlets: Smabicale 10T environments

Adevices in close physical or logical proximity to process data more efficiently

Asmart meter devices, controller units, storage units, and analytics applications
for network management and monitoring

Athe master terminals are equipped with programmable logic controller (PLC)
based automation units

AMessage Queuing Telemetry Transport (MQTT)

AGateway units provide private networks for each cloudlet and implement
additional privacy properties

@ imati 7



Evolving paradigrifs

ACyberPhysical Systems

Adynamic composition and rutime
evolution

AG2LISY ¢ @ 2NIR
Ablurred system boundaries
Auncertainty in the specifications
Adevices and software
Abusiness chains

AApplication:

Asmart manufacturing, autonomous
driving, smart cities, eHealth
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Software paradigms for CPS

ACN2ZY GO2RS 4NRIU
OKFAYAY3I yR O2
AFrom monolithic applications to
micro-services

) Traffic Traffic
)

DB Tier

Microservices
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Software paradigms for CPS

AComposition of -
Apre-packaged software |~ gf

Images
Asmart devices & iy
AElastic topologies
Amodeldriven or data N

driven
AProgrammable
infrastructure
Acloud, SDNoT Q 99

fol
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Software paradigms for CPS

AService model
A description
A capabilities (what the component does)
A properties (configuration elements),

A requirements (virtual resources, libraries,

other components), and

A management operations (e.g., install,
start, stop, scale, monitor).

AOrchestration

A deploy the service in the underlying
virtualization infrastructure

A perform life-cycle management actions

Abstraction

AExamlgles: TOSCA, ETSI NFV, IETF
FIWARE

Abstraction

—
J —

Cib APlnterface

Abstraction

-

—

Abstraction
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Challenges for CPS

AHeterogeneity:

A& OK I Apybdeysase software, and devices

Afeedingg A U K NBf SOy i dzaSNXa RFEOlF | yR OF
AAgility:

Adigital services and business chains emerge and dissolve much faster than
traditional value creating networks

AAutonomicityand dynamic composition
Athrough serviceoriented and everythingis-a-service models

AMulti-tenancy, multidomain by nature

@ imati



X and security?

Virtualization loT CPS
Fog/edge computing

Security perimete
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Wellkknown incidents

A North-eastern blackout, USA and Canada (2003)
A 50 million people without electricity
A Blaster worm spreading might have hindered the
detection ofinial small power outage

A BakuThbilistCeyhan oil pipeline explosion, Turke
(2008) y PIp P y

A control system accessed via interrainnected
security cameras to raise the pressure

A STUXNET worm (2010),
A TRITON malware

A Shamoon Saudi Aramco s Ishing attack
(2012) peit J

A malware attack floored 30,000 workstations
A 10 days to restore normal businesses

A Metcalf sniper attack, California (2013)

A physical attack to substation (communication cable cut,
17 transformershooted

A German steel factory attack (2014)
A spearphishing email and social engineering

A blast furnace not being able to be turned off in a
regtjlated fashion caused massive damage to the
system

A Ukrainian power grid attack (2015, 2016)

A utility computers: large-scale blackout (~6
hours), 230,000 people (2015)

A substation: false control siz%nals to operate the
network circuit breakers (2016)

A Saudi Arabia petrochemical plant (2017)
A manipulate emergency shutdown system

A Venezuela blackouts (2019)
A US grid reconnaissance (suspected) (2019)
A Russian US malware (claimed) (2019)

@ imati
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¢CKS 4aSOdANAGe LISNRAYS

AShortcomings:
A rigidity
Anetwork partitioning — ! »
Ahw/swsecurity appliances oy Perimeter o rmer;/ -
Arouting/switching policies Awilic segregation

-
-
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A market segmentation .- el i
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Anetwork packets bounced T - S B
across security appliances ——— -~ 3P\
T i "’ / Packet inspectors

Afor analysis, inspection, Firewall /
mitigation, and processing ¥

Aredundant
iInspection/analysis

Alimited scope security service

Antivirus/ Consultants
Security assessment
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The security perimeter model and CPS

@ imati



Broader range of attack models
Increased attack surface
Multi-tenancy

Lack of hardware acceleration

Public Internet connection (LT®;F) Lack of trusted platform modules
Weak security mechanisms by desi Personal and portable
Poor configuration devicesmultihoming
Tampering Cloud A Cloud B Road warriors
Resource exhaustion = 6 Removable storage

' | - Outsourcing

....
L L

e 4 ‘!Critic_al Infrastructures, data and information leakage
D y Physical access
D . Resource exhaustion
— Lack of expertise/number of installations
Dynamic service composition (NFV, MEC)

Intrusion and privilege escalation
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Attacks

False Data Injection Attack (FDIA):

A poisons power system state estimation by injecting false data into meter measurements,
Denialof-Service (DoS) attack:

A consumes the resources of a remote host or network until the system stops responding or crashes
Man-in-the-Middle (MITM) attack:

A intercepts and manipulates messages (ARP/DNS spoofing)

Replay attack:

A intercepting a system's usage pattern to mislead the receiver (destroys the

A correctness of authentication)

Other attacks:

A GPS Spoofing Attacks (GSA) targeting phasor measurement units

A LoadAltering Attacks (LAA) against demand response programs

A Delay Attacks that disrupt communication channels

@ imati 12
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Smart Grid
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Delivery robots
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Smart Manufacturing
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Security challenges in CPS

AGrowing complexity
Ahuman errors in design, implementation, configuration, and management

ATrustworthiness and reliability of the overall etotend service

Aintegrity and dependability of the whole chain beyond identity management
and access control
Atracking the propagation of private data and sensitive information

Aweak links represent a privileged attack vector

ADynamic composition
Athe chain topology and composition are usually unknown

Adifficulty to assess and certify trustworthiness for mualtimain and mult
tenancy services

@ imati



Security challenges in CPS

AService integrity

Atimely detect any attack or threat that may compromise the integrity,
confidentiality, or availability of data and processes.

AService trustworthiness

Atrust software developers, things, vendors, service providers, infrastructures,
data sourcesX

AData sovereignty

Aknow who, how, and where will process private data and sensitive
Information

@ imati



for CPS

AWhat cybersecurity framework for CPS?
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Digital Twins

AJohn Vickers (NASA) ~2005
Apublicly used from 2010

AWSLIE AOF A2y 2F LIKeaAOlf SYuOuAGAS:

Aindividual components/units:

A PLCs, historians, sensors, actuators data acquisition units, human machine interface
(HMI) units

Acomplete manufacturing systems
A robot loading stations, conveyor belts, etc.

@ imati 28



Digital Twins, Shadows, and Models

ADigital Twin
Aautomated, bidirectional, realtime interaction with the physical system

ADigital Shadow
A automated, monedirectional, reaitime interaction

ADigital Models
Amanual integration between physical and digital entities

ADigital Twin is a buzzword today!!!

@ imati
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Operation mode

ASimulation
Aoperated a virtual clone independently of the physical environment

AReplication
Areplaying the events from the physical environment

@ imati
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Digital Twins and security

AWhy?
A security testing, monitoring, intrusion detection and risk management are fundamental
activities to carry out

A testing in the production environment is not always feasible and typipallyecommended

AWhat?

A A digital twin replication model and corresponding security architecture can be used to allow
data sharing and control of secuHtyitical processes [Gehrmann and Gunnarsson, 2020]

A A digital twin structure to be tested for potential vulnerabilities, updated continuously with
cyberthreat intelligence [Atalay andngin 2020]

A Cyber Digital Twin (CDT): a cybersecwaitgnted virtual replica of a system, network, or
dévice that can be used, for example, to simulate potential cyber attacks and test security
measures [Somma, 2023]

Al L LJ0dzNKEa LYR Y2RSfE 3 . 0KS | 43L1S00 2F 0UKS.SYy¢
LISNRLISOGADGS yR Y2RStfa KIO|ISNARAQ Y20SYSyida
AHow?

A Derive the Digital Twin from system specification
A Derive the Digital Twin from cost optimization [Bitton et al., 2018]

@ imati 31



Security objectives for a CDT

A Security testing:
A by connecting real devices in the virtual environment
A non-invasive penetration testing

A Cybersecurity training:
A help personnel train on cybersecurity issues aotutions

A Attack/intrusion/anomaly detection
A simulation from reatime inputs

A comparison between state of virtual replica with actual system
A includes also the detection of SW/HW misconfigurations

A Selection of security controls
A evaluate in advance the impact of specific security controls

A Cyberthreat intelligence (CTI) generation
A based on the simulation of incident scenarios

A Diagnostic
A investigate the causes of incidents

@ imati
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Applications

Almproved patch management:

A explore the impact of applying a patch
Ano need to maintain an expensive secondary system

AContinuous validation of security and other properties
Atraditionally only tested in late development stages

Amore efficient automation of security tests as part of a more rigorous
regression testing regime in the development-itigcle of the OT deployment,
providing additional assurance to integrators and stakeholders alike.

Aundertake detailed assessments of potential of system vulnerabilities in
anticipation of attacks on critical components of the system

Ainvestigate and evaluate potential attack vectors
Aunderstand and test the impact of configurations

@ imati 3




Applications

Almproved risk management:
A evaluation of a new system component
Areducing any potential threat to human safety, or that of the facility or environment.

AActive Cyber Defence:

A understand the impact of any compromise to the system operation and its cyber
defence profiles

Areduce attack vectors and aid incident preparation

AAdvanced Training and Incident Response Capability:
A encourage and promote the cyber security practitioner skill development

AConformance checking

A compliance to reference (i.e., normative) process models through fitness metrics and
specific parameters

@ imati 34




Applications during lifecycle

Early phases B Medium phases Later phases

Manufacturing End-of-life

Security System Testing

AFor some authors, a DT
might even exist before
the physical system

Asimulation only
Aha UKAa& | ay
al oA )/ e KKK —?=C|l . Attack simulation / Virtual pentesting

ASecurity assessment

« Detection of security misconfigurations
AActive/passive scanning
(target identification)

AVulnerability analysis
A retrieved from public feeds

AExploitation (attacks) | A e
AClassrﬁcatlon (CVE’ CVSS « Post-mortem investigation

@ imati 35
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DT architectures

Level 4:
Enterprise-level

Level I:
Perception-level

(e —

Levél 0:

AThree layerdBarenijiet al. 2021] A
APhysical, Digital, Communications A

Physical Layer

.

MES/MOM :

g

Workshop Control System
PCS/SCADA

g 8
[ﬁ @]
Ny

)t

Virtual Layer

C]E)

% & i

OC

elling functionalities inside the

digital layer are predominant,

Data and services are not taken

INnto account
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DT architectures

iy B 82 B &

Physical Layer | Digital Layer | Cyberlayer | App Layer

=

O Define @ Design 1 yDeveIop @z Deploy gs» Discover 6
" 7 X b & y

Communication

L & ok
AFour layerdAheleroffet al., AApplication: |
2021] A Advanced technologies (e.g., Al and
data analytics) to extract knowledge
A Physical, digital, cyber and from realtime data and underlying
application A build valueadded services

@ imati
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DT architectures

AFive/six layers
A Physical = Perception + Control & Actuation
[Redellnghuyet al, 2020]

A Physical = Data collection + Aggregation{precessin
[Leye et al., 2020] JI1EY g J

A Additional layers are introduced to cope with
crosscutting issues

A security and or privacy

A System Modelling: static or dynamic
comFrehenswe model of the CPS, including
functional and securityelated aspects

A Attack modellingattack graphs, attack trees and
Petri nets

A Operational modes: analysis, simulation,
repllcatlon

A.J.HRedelinghuys ! ® | @ I 2 @ folvtieldirgite
YIydzZFlF QG dzNRyYy 3 OF &S Il tlzendf., vol YIS & S (3RBA02,au8
2020

J. Lee, MAzamfar J. Singh, and Slarlpoui
cyberLJK e a A O f

aLYuUSaNIUuUAZY 2% RATA
aeaidsSvyay G241 NRa
Manufacturing, vol. 2, no. 1, pp. 836, 2020
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DT architectures

~
' i B

ASeven layer$Singh et
al, 2020]

AFive layers +

Asecurity layer

Aaccess layer

A interfacing between
human and DTs

Data Analytics Application

Data
Acquisition

physical asset (physical twin) [ virtual model (digital twin)
L] communication layer ]
security layer
storage layer
= service layer access layer
Cﬂ . S.Singh, M. Weeber, andtK® . ANJ SZ a! RGIyOAy3a RAIAGIE GoAY AYLE SYCSKRVIGA By Y | G2
I m atl 99, pp. 56¢572, 2021, 14th CIRP Conference on Intelligent Computation in Manufacturing Engineetinguis52020



Example: Eclipse Ditto

ADevice as a Service I ] —
Adigital twin API to work with sotution L—0-—
physical device R
AState management for digital — o
twins | pesce | G pot
Areported, desired, and current twins g N
state of devices ditto P N—
Asynchronization and o] T T
publishing of state changes O—H '
Device & ((‘m)))
AAccess control enforcement connect-
: . ivity | [
Afine -grained resource based e R R
access f I

IoT Devices A |j @ A |j

. . https:// eclipse.detditto/
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Simulate cybeattacks and test countermeasures

APLC emulated witminicps

Aactuator, sensors, control logic

A2 attacks against PLC1:
Acommand injection
ADoS

ACountermeasure:
Aload balancer

AOnly simulation, with no p

Attacker

= &

Input/output [where is the

AAttack on communication

_/
_}@ ulerﬂ /f—
[ PLCIR1
] output (actuator comman d) [ L ] ’ PLC3 ]
| g 1 £ i
F]VS IC a L Industrial Filling Plant Simulation }
DT?27]
protocols

A. De Benedictis, W. Mallouli, V. E. Valdés. A Cyber Digital Twin Frameworkoer®hgsmalCy 44

(ﬂ . . A. Somma, V. Casola, A. R. Cavalli,
I m at Systems Security. IEEE Smart World Congress (SWC), Portsmouth, United KirgjdAung @& 2023.



Digital representation to be tested

ABuilding blocks

AAn extensible/modifiabl@ligital twin representation
A built semiautomatically from the formal specification (Eckhart dleelhar)

A the framework should provide means for defining characteristics of common physical
elements, which can be reused in multiple models

A A cyberthreat intelligencedatabase
A the security evaluation will be continuous due to new threats arising

A Attack simulatiortoolset
A implementations of the attacks in the threat intelligence database

A Adata analysis and reportingodule
A makes vulnerability inferences and risk assessment based on the results of attack
simulations performed on the digital twin
AHow to design a DT that capture vulnerabilities and weakness of its
physical counterpart?!?!

. . M. Atalay, PAngin A Digital Twins Approach to Smart Grid Security Testing and Standardization. IEEE
42
@imati
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Attack model

Physical twins Intercept, Digital twins

O e R -

ot , S ldz0 n =t
Loyt lazanga

Inject ‘A. ) | ;

S | Intercept,:

Hypothesissynchronization is modity, .

_ accurate over all system states and inputs R replay
lut J| Requirements | dz0 vz Gi E
— ul [ — z !
Lt 1. Synchronization security | dzQm 2 U |

2. Synchronization latency | ;

3. Authenticated external connections ! |

4. Access control | _ ;

5. Software security . Hypothesistrusted |

6. Local factory network isolation | execution container |

/. DoSresilience  mToToToToTomomomomomommmmoooooes '

( . . C GehrmannM. GunnarssonA Digital Twin BasedIndustrial Automationand Control System 43
lr I | I I Iatl SecurityArchitecture IEEHTans onIndustrialinformatics,Vol 16, No. 1, pp. 669680, 2020



Protect against attacks

AState replication

Apassive state replicatiorphysical
and digital twins run functionally
Identical programs

A evaluate security breaches stemming
from the physical domain
Adirect state replicatiomr active
monitoring physical and digital
twins are synchronized on regular
basis

A detect potential hostile, external stimuli
on the physical domain

Input: 7, ,

Real space

—>

Physical twin
current state:
S

u,t

\ 4

Physical twin

intermediate state:

Su,t+1

Virtual space

Digital twin
current state:
S

u't

Digital twin

Physical twin
final state:

Su,t+1

intermediate state:
Sult+1

Digital twin
final state:
Sult+1

Input: 7,,.,

@ imati

C GehrmannM. GunnarssonA Digital Twin BasedIndustrial Automationand Control System
SecurityArchitecture IEEHTans onIndustrialinformatics,Vol 16, No. 1, pp. 669680, 2020
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Use case

APLC unit () OpenPLE
ASoftware upgrade server {u

Al NBY20S 2 LISNIVIRzIKNM B3 ihdwBsdftwaieQ
packages and trigger the update, respectively

AState synchronization trigger physical systemmand u, to perform
the same operation

A[No input is considered!
ASecurity mostly relies on the (many) requirements

( . . C GehrmannM. GunnarssonA Digital Twin BasedIndustrial Automationand Control System 45
lr I | I I iatl SecurityArchitecture IEEHTans onIndustrialinformatics,Vol 16, No. 1, pp. 669680, 2020



Anomaly detection

| application |

| translation |

collection J

Online
monitoring

( BPMN model Normal event logs Faulty event logs - )
Ny EL, sim ELAS"“ | CC diagnoses ‘
S 'n;aa'éiir{g' -and- ’s;'l;‘;ai’a;'t’l’aﬂ T eeeceeeneeelfconformange. - too inference \
| g '
0 O i Event logs Anomalies Traces : :
£® | eneration injection translation 4 !
£3 _,| BPMN model 9 : «lteratlve» A Anomaly ]_—>O
1 . . s =
8 % . |_specification (for each o in ELy simy detector training )
5 Petrl net = : ;
‘ £ : :
\ generatlon Translatlon rules
BOETABE] | i '_'_J_'_'_'____'_'_'_ _______ ‘gl S s ‘
Ny - e B T T T T [new knowledge]
S 1 :
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sensing and elaboration ! conformance checking 1nferqnce ‘
\ 4 4 j
Event logs Traces Token repla 7
9 ) ‘( ] ‘[ Py ] ,[ Classification ‘

U 2

At SGUNA DbS
from event logs

#

A DT used to train Mibased Anomaly
detector

A Offline simulation

A No cyberattacks experiments

[]

dza SR

A Offline simulation & Online monltorlng
A Only control flow anomalies are generated A Anomalies are also injected in OM during

A. De Benedictis et @igital Twins for Anomaly Detection in the Industrial Internet of Things: Conceptual Architectyig

@ imati

ar.1d Proofof-Concept IEEE Trans. on Industrial Informatics, Vol. 19, No. 12, pp. ¢ 1358%3, 2023

e

O



Anomalx detection 2

¥—— 1ED-to-1ED Communication irtual Spac

= 15 d Communication Link PP : : N
Digital Twins Applications

) C], ud Servis ink g pp

L ADigital Twin made of:

10 ] ] Aelectrical model of microgrids (PT)
) b Acontrol flow model (CT)

Ameasures from devices (ST)

AAnomaly detection

Acompares DT status with measures
from (emulated) grids

ANo real protocols in the

emulator
AOnly energy flow modelgio ICT
> - monitoring
space. Ahow to distinquish failures?

(ﬂ. . - A. Saad et al. On the Implementation of-Bésed Digital Twin for Networked Microgrids Resiliency 47
I m atl Against Cyber Attack$EEE Transactions on Smart Grid, Vol. 11, No. 6, pp53%882020



Securiy assessment

APressure vessel use case
APLC monitors sensor and controls
actuator

ASecurityby-design

ASimulator
AOpenPLC
A1/O-Simulator
AScadaBR
ARun in VMs

AMetasploit + C++ script to alter
ModBuscommunication

A[Weak discovery phake

ICS level 0

ICS level 1

ICS level 2

Digital twin prototype

VM
#0 I/0-Simulator:
modRSsim2, EasyModbusTCP

e @

Pressure Safety
sensor valve

" PLer

S —
PLC
VM
#  SCaDd
HMI

N
Modbus
J

Browser
\
Modbus

J

Browser

TCP/IP

TCP/IP

M. Dietz, L. Hageman, C. von Hornung?&nul Employing Digital Twins for SecwtityDesign System Testing. €S 4g

@. | m atl '22: Proceedings of the 2022 ACM Workshop on Secure and TrustworthPBysieal Systems, Pagescali06, 2022



Attacks against the DT and its links

AThe DT controller collects data about the state of physical objects
A Historical data are kept

A Dataonly DT (no backward communication channel)
ANo indication about ML algorithms detect anomalies
AWhat is the DT useful for?
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Prioritize security controls

AAnalytical Attack Graphs (AAG)
Alogical Rules that define how an attacker advances within the network
Aderived from MITRE ATT&CK

AGraph Risk Value (GRV)
Al YSIada2NBE 2F (KS 2NABFYAT FGA2yQa 0o
Aevaluated by cybesecurity experts
Areflects the difficulty to implement rules in AAG

ASecurity Controls (SCs)
Acountermeasures elaborated by experts to mitigate the impacts of Rules

ATraceability Matrix (TM)
Amaps SCs to Rules in AAG

ﬂ . - E. Hadar et al. Cyber Digital Twin Simulator for Automatic Gathering and Prioritization of Security A
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Prioritize Security Controls

AAlgorithms for risk reduction _
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Costeffective Digital Twin specification

AAnN adaptive method for deriving a digital twin specification for a given
ICS, under strict budget constraints

Almpactevaluated by the number and types of supported gests
Abenefits (detection/protection) vs costs (implementation)

AThree types of implementation:
Aphysical, virtualization/emulation, and software simulation

AOutput: the type of implementation for each ICS component
(physical, emulation, software)

AOptimization 0c1 norntlinear programming problem

(ﬂ . - Bitton, R. et al. (2018). Deriving a CB#fective Digital Twin of an ICS to Facilitate Security Evaluation. In: Lopez,J., Zhgg
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CPS Twinning

A Generator transforms the
specification into a virtual
environment

A {oarse the specification to extract the
opological structure

A build the virtual environment
A apply configuratios

A Virtual Environment virtualized
infrastructure and runtime for virtual

devices
A control IoOgI;ic, network |oroto_cols, device
types and the physical equipment

A cloning of cyber components +
simulation of physical components

A file-based storage for sensor and
actuator values, or hardwarm-the-
loop (HIL)

A Simulation & Replication

A Simulation: the digital twins run independently of physical counterparts. This mode allows us@lyaeprocess changes,
test devices or even optimize manufacturing operations

A Replication: mirrors data (even unidirectional to avoid side effects) from the physical environment (eithertimesat
offline). Possible data sources: log files, network traces, and sensor measurements

(ﬂ . t Eckhart, M., &kelhart A. (2018c). Towards secuigyare virtual environments for digital twins. In Proceedings of the 54
Ima I 4th ACM Workshopon CyberK @ a A OF £ { eéaidSY {c3poEwivarke IY: AGM{ { Qmy 0O LIJD® cwm



