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Outline

ÅCyber-Physical Systems
Åevolving paradigms and security challenges

ÅDigital Twins
Åmodelling physical systems and cyber-security processes

ÅService chains
Åfrom digital to hybrid interconnectedness of multiple business and 

technological domains

ÅKey take-aways
Åresearch and methodological hints
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Cyber-Physical Systems (CPS)

ÅάǘƘŜ ƴŜȄǘ ƎŜƴŜǊŀǘƛƻƴ ŜƳōŜŘŘŜŘ L/¢ ǎȅǎǘŜƳǎ ǘƘŀǘ ŀǊŜ ƛƴǘŜǊŎƻƴƴŜŎǘŜŘ ŀƴŘ 
collaborating providing citizens and businesses with a wide range of innovative 
applications and servicesέ

ÅEC Horizon 2020
ÅάǘƘŜ ŜǾƻƭǳǘƛƻƴ ƻŦ ŜƳōŜŘŘŜŘ ǎȅǎǘŜƳǎ ƛƴǘƻ ǎƳŀǊǘ ƻōƧŜŎǘǎ ǘƘŀǘ ǿƛƭƭ ōŜ ƧƻƛƴŜŘ 

together to create highly distributed systems, bringing a wealth of opportunities 
ŀƴŘ ƛƴƴƻǾŀǘƛƻƴǎ ƛƴ ǘŜŎƘƴƻƭƻƎȅΣ ŀǇǇƭƛŎŀǘƛƻƴǎ ŀƴŘ ōǳǎƛƴŜǎǎ ƳƻŘŜƭǎέ

ÅISTAG

ÅάŜƳōŜŘŘŜŘ ƛƴǘŜƭƭƛƎŜƴǘ L/¢ ǎȅǎǘŜƳǎ ǘƘŀǘ ŀǊŜ ƛƴǘŜǊŎƻƴƴŜŎǘŜŘΣ ƛƴǘŜǊŘŜǇŜƴŘŜƴǘΣ 
collaborative, and autonomous. They provide computing and communication, 
ƳƻƴƛǘƻǊƛƴƎκŎƻƴǘǊƻƭ ƻŦ ǇƘȅǎƛŎŀƭ ŎƻƳǇƻƴŜƴǘǎκǇǊƻŎŜǎǎŜǎ ƛƴ ǾŀǊƛƻǳǎ ŀǇǇƭƛŎŀǘƛƻƴǎέ

Å ECSEL Joint Undertaking 
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Evolving paradigmsΧ

ÅRemote control
ÅάƘŀǊŘǿƛǊŜŘέ ŎƻƴƴŜŎǘƛƻƴκŘƛǎŎƻǾŜǊȅ

Åclosed world

Åsingle function or business process

ÅApplication:
Åvideo control, device control

ÅProtocols:
ÅUPnP, DLNA



Evolving paradigmsΧ

ÅInternet of Things
ÅInternet-enabled devices

Åclosed world

Åsensors and actuators

ÅApplication:
Åmanufacturing, autonomous driving, 

SCADA systems

ÅProtocols:
ÅM2M, MQTT, CoAP, SOAP



Evolving paradigmsΧ

ÅCloudlets: Small-scale IoT environments
Ådevices in close physical or logical proximity to process data more efficiently

Åsmart meter devices, controller units, storage units, and analytics applications 
for network management and monitoring

Åthe master terminals are equipped with programmable logic controller (PLC) 
based automation units

ÅMessage Queuing Telemetry Transport (MQTT)

ÅGateway units provide private networks for each cloudlet and implement 
additional privacy properties
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Evolving paradigmsΧ

ÅCyber-Physical Systems
Ådynamic composition and run-time 

evolution

ÅάƻǇŜƴέ ǿƻǊƭŘ

Åblurred system boundaries

Åuncertainty in the specifications

Ådevices and software

Åbusiness chains

ÅApplication:
Åsmart manufacturing, autonomous 

driving, smart cities, eHealth



Software paradigms for CPS

ÅCǊƻƳ άŎƻŘŜ ǿǊƛǘƛƴƎέ ǘƻ άǎŜǊǾƛŎŜ 
ŎƘŀƛƴƛƴƎ ŀƴŘ ŎƻƴŦƛƎǳǊŀǘƛƻƴέ

ÅFrom monolithic applications to 
micro-services 



Software paradigms for CPS

ÅComposition of
Åpre-packaged software 

images

Åsmart devices

ÅElastic topologies
Åmodel-driven or data-

driven

ÅProgrammable 
infrastructure
Åcloud, SDN, IoT



Software paradigms for CPS

ÅService model
Ådescription
Åcapabilities (what the component does)
Åproperties (configuration elements), 
Årequirements (virtual resources, libraries, 

other components), and 
Åmanagement operations (e.g., install, 

start, stop, scale, monitor). 

ÅOrchestration
Ådeploy the service in the underlying 

virtualization infrastructure
Åperform life-cycle management actions. 

ÅExamples: TOSCA, ETSI NFV, IETF SFC, 
FIWARE



Challenges for CPS

ÅHeterogeneity: 
ÅάŎƘŀƛƴƛƴƎέ processes, software, and devices

Åfeeding ǿƛǘƘ ǊŜƭŜǾŀƴǘ ǳǎŜǊΩǎ Řŀǘŀ ŀƴŘ ŎƻƴǘŜȄǘ

ÅAgility:
Ådigital services and business chains emerge and dissolve much faster than 

traditional value creating networks

ÅAutonomicity and dynamic composition
Åthrough service-oriented and everything-as-a-service models

ÅMulti-tenancy, multi-domain by nature



Χ and security?

Virtualization

Fog/edge computingCloud

IoT CPS

Security perimeter



Well-known incidents

ÅNorth-eastern blackout, USA and Canada (2003)
Å 50 million people without electricity
ÅBlaster worm spreading might have hindered the 

detection of inial small power outage

ÅBaku-Tbilisi-Ceyhan oil pipeline explosion, Turkey 
(2008)
Å control system accessed via internet-connected 

security cameras to raise the pressure

ÅSTUXNET worm (2010), 

ÅTRITON malware

ÅShamoon Saudi Aramco spear-phishing attack 
(2012)
Åmalware attack floored 30,000 workstations 
Å 10 days to restore normal businesses

ÅMetcalf sniper attack, California (2013)
Å physical attack to substation (communication cable cut, 

17 transformers shooted)

ÅGerman steel factory attack (2014)
Å spear-phishing e-mail and social engineering
Å blast furnace not being able to be turned off in a 

regulated fashion caused massive damage to the 
system

ÅUkrainian power grid attack (2015, 2016)
Å utility computers: large-scale blackout (~6 

hours), 230,000 people (2015)

Å substation: false control signals to operate the 
network circuit breakers (2016)

ÅSaudi Arabia petrochemical plant (2017)
Åmanipulate emergency shutdown system

ÅVenezuela blackouts (2019)

ÅUS grid reconnaissance (suspected) (2019)

ÅRussian US malware (claimed) (2019)
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¢ƘŜ άǎŜŎǳǊƛǘȅ ǇŜǊƛƳŜǘŜǊέ ƳƻŘŜƭ

ÅShortcomings:
Årigidity
Ånetwork partitioning 

Åhw/sw security appliances 

Årouting/switching policies

Åmarket segmentation
Ånetwork packets bounced 

across security appliances

Åfor analysis, inspection, 
mitigation, and processing

Åredundant 
inspection/analysis

Ålimited scope security service



The security perimeter model and CPS



Security threats in CPS

Personal and portable 
devices, multihoming 
Road warriors 
Removable storage
Outsourcing

Public Internet connection (LTE, WiFi)
Weak security mechanisms by design 
Poor configuration 
Tampering 
Resource exhaustion

Broader range of attack models 
Increased attack surface 
Multi-tenancy
Lack of hardware acceleration 
Lack of trusted platform modules

Critical infrastructures, data and information leakage 
Physical access 
Resource exhaustion
Lack of expertise/number of installations 
Dynamic service composition (NFV, MEC)
Intrusion and privilege escalation 



Attacks

False Data Injection Attack (FDIA):

Åpoisons power system state estimation by injecting false data into meter measurements, 

Denial-of-Service (DoS) attack:

Åconsumes the resources of a remote host or network until the system stops responding or crashes 

Man-in-the-Middle (MITM) attack:

Åintercepts and manipulates messages (ARP/DNS spoofing)

Replay attack:

Åintercepting a system's usage pattern to mislead the receiver (destroys the

Åcorrectness of authentication)

Other attacks:

ÅGPS Spoofing Attacks (GSA) targeting phasor measurement units

ÅLoad-Altering Attacks (LAA) against demand response programs

ÅDelay Attacks that disrupt communication channels

18



Smart City
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Automotive
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Smart Grid
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5G Verticals ς Smart Farming
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Delivery robots
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Smart Manufacturing
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Security challenges in CPS

ÅGrowing complexity
Åhuman errors in design, implementation, configuration, and management

ÅTrustworthiness and reliability of the overall end-to-end service
Åintegrity and dependability of the whole chain beyond identity management 

and access control 

Åtracking the propagation of private data and sensitive information

Åweak links represent a privileged attack vector

ÅDynamic composition
Åthe chain topology and composition are usually unknown

Ådifficulty to assess and certify trustworthiness for multi-domain and multi-
tenancy services 



Security challenges in CPS

ÅService integrity
Åtimely detect any attack or threat that may compromise the integrity, 

confidentiality, or availability of data and processes.

ÅService trustworthiness
Åtrust software developers, things, vendors, service providers, infrastructures, 

data sources, Χ 

ÅData sovereignty
Åknow who, how, and where will process private data and sensitive 

information  



Cyber-security for CPS

ÅWhat cyber-security framework for CPS?



Digital Twins

ÅJohn Vickers (NASA) ~2005
Åpublicly used from 2010

ÅwŜǇƭƛŎŀǘƛƻƴ ƻŦ ǇƘȅǎƛŎŀƭ ŜƴǘƛǘƛŜǎ ōȅ άƳƻŘŜƭǎέ
Åindividual components/units:
ÅPLCs, historians, sensors, actuators data acquisition units, human machine interface 

(HMI) units

Åcomplete manufacturing systems
Årobot loading stations, conveyor belts, etc.
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Digital Twins, Shadows, and Models

ÅDigital Twin
Åautomated, bi-directional, real-time interaction with the physical system

ÅDigital Shadow
Åautomated, mono-directional, real-time interaction 

ÅDigital Models
Åmanual integration between physical and digital entities

ÅDigital Twin is a buzzword today!!!
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Operation mode

ÅSimulation
Åoperated a virtual clone independently of the physical environment

ÅReplication
Åreplaying the events from the physical environment 

30



Digital Twins and security

ÅWhy?
Åsecurity testing, monitoring, intrusion detection and risk management are fundamental 

activities to carry out
Åtesting in the production environment is not always feasible and typically not recommended

ÅWhat?
ÅA digital twin replication model and corresponding security architecture can be used to allow 

data sharing and control of security-critical processes [Gehrmann and Gunnarsson, 2020]
ÅA digital twin structure to be tested for potential vulnerabilities, updated continuously with 

cyber-threat intelligence [Atalay and Angin, 2020]
ÅCyber Digital Twin (CDT): a cybersecurity-oriented virtual replica of a system, network, or 

device that can be used, for example, to simulate potential cyber attacks and test security 
measures [Somma, 2023]
Å/ŀǇǘǳǊŜǎ ŀƴŘ ƳƻŘŜƭǎ ǘƘŜ ŀǎǇŜŎǘ ƻŦ ǘƘŜ ŜƴǘŜǊǇǊƛǎŜΩǎ ŎȅōŜǊǎŜŎǳǊƛǘȅ ǇƻǎǘǳǊŜ ŦǊƻƳ ŀ ƘŀŎƪŜǊǎΩ 
ǇŜǊǎǇŜŎǘƛǾŜ ŀƴŘ ƳƻŘŜƭǎ ƘŀŎƪŜǊǎΩ ƳƻǾŜƳŜƴǘǎ ώIŀŘŀǊΣ нлнлϐ

ÅHow?
ÅDerive the Digital Twin from system specification
ÅDerive the Digital Twin from cost optimization [Bitton et al., 2018]
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Security objectives for a CDT

ÅSecurity testing: 
Åby connecting real devices in the virtual environment
Ånon-invasive penetration testing

ÅCybersecurity training: 
Åhelp personnel train on cybersecurity issues and solutions

ÅAttack/intrusion/anomaly detection
Åsimulation from real-time inputs
Åcomparison between state of virtual replica with actual system

Å includes also the detection of SW/HW misconfigurations

ÅSelection of security controls
Åevaluate in advance the impact of specific security controls

ÅCyber-threat intelligence (CTI) generation
Åbased on the simulation of incident scenarios

ÅDiagnostic
Åinvestigate the causes of incidents

32



Applications

ÅImproved patch management:
Å explore the impact of applying a patch 

Åno need to maintain an expensive secondary system 

ÅContinuous validation of security and other properties 
Åtraditionally only tested in late development stages

Åmore efficient automation of security tests as part of a more rigorous 
regression testing regime in the development life-cycle of the OT deployment, 
providing additional assurance to integrators and stakeholders alike.

Åundertake detailed assessments of potential of system vulnerabilities in 
anticipation of attacks on critical components of the system 

Åinvestigate and evaluate potential attack vectors

Åunderstand and test the impact of configurations
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Applications

ÅImproved risk management: 
Åevaluation of a new system component 

Åreducing any potential threat to human safety, or that of the facility or environment.

ÅActive Cyber Defence: 
Åunderstand the impact of any compromise to the system operation and its cyber 

defence profiles

Åreduce attack vectors and aid incident preparation

ÅAdvanced Training and Incident Response Capability: 
Åencourage and promote the cyber security practitioner skill development

ÅConformance checking
Åcompliance to reference (i.e., normative) process models through fitness metrics and 

specific parameters
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Applications during lifecycle
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ÅFor some authors, a DT 
might even exist before 
the physical system
Åsimulation only
Åƛǎ ǘƘƛǎ ŀ άƳƻŘŜƭέ ƻǊ ŀ 
άǘǿƛƴέΚΚΚ

ÅSecurity assessment
ÅActive/passive scanning 

(target identification)
ÅVulnerability analysis 
Åretrieved from public feeds

ÅExploitation (attacks)
ÅClassification (CVE, CVSS) 



DT architectures

ÅThree layers [Barenji et al. 2021]
ÅPhysical, Digital, Communications

ÅModelling functionalities inside the 
digital layer are predominant, 
ÅData and services are not taken 

into account

36
A. V. BarenjiΣ ·Φ [ƛǳΣ IΦ DǳƻΣ ŀƴŘ ½Φ [ƛΣ ά! ŘƛƎƛǘŀƭ ǘǿƛƴ-driven approach towards smart manufacturing: reduced energy 
ŎƻƴǎǳƳǇǘƛƻƴ ŦƻǊ ŀ ǊƻōƻǘƛŎ ŎŜƭƭΣέ LƴǘŜǊƴŀǘƛƻƴŀƭ WƻǳǊƴŀƭ ƻŦ /ƻƳǇǳǘŜǊ LƴǘŜƎǊŀǘŜŘ aŀƴǳŦŀŎǘǳǊƛƴƎΣ ǾƻƭΦ опΣ ƴƻΦ т-8, pp. 844ς859, 2021



DT architectures

ÅFour layers [Aheleroff et al., 
2021]
ÅPhysical, digital, cyber and 

application

ÅApplication:
ÅAdvanced technologies (e.g., AI and 

data analytics) to extract knowledge 
from real-time data and underlying 
Åbuild value-added services

37
S. AheleroffΣ ·Φ ·ǳΣ wΦ ¸Φ ½ƘƻƴƎΣ ŀƴŘ ¸Φ [ǳΣ ά5ƛƎƛǘŀƭ ǘǿƛƴ ŀǎ ŀ ǎŜǊǾƛŎŜ όdtaasύ ƛƴ ƛƴŘǳǎǘǊȅ пΦлΥ !ƴ ŀǊŎƘƛǘŜŎǘǳǊŜ ǊŜŦŜǊŜƴŎŜ ƳƻŘŜƭΣέ 
Advanced Engineering Informatics, vol. 47, p. 101225, 2021



DT architectures

38

ÅFive/six layers
ÅPhysical = Perception + Control & Actuation 

[Redelinghuys et al, 2020] 
ÅPhysical = Data collection + Aggregation/pre-processing 

[Lee et al.,  2020]

ÅAdditional layers are introduced to cope with 
cross-cutting issues
Åsecurity and or privacy

ÅSystem Modelling: static or dynamic 
comprehensive model of the CPS, including 
functional and security-related aspects

ÅAttack modelling: attack graphs, attack trees and 
Petri nets

ÅOperational modes: analysis, simulation, 
replication

A. J. H. RedelinghuysΣ !Φ IΦ .ŀǎǎƻƴΣ ŀƴŘ YΦ YǊǳƎŜǊΣ ά! ǎƛȄ-layer architecture for the digital twin: A 
ƳŀƴǳŦŀŎǘǳǊƛƴƎ ŎŀǎŜ ǎǘǳŘȅ ƛƳǇƭŜƳŜƴǘŀǘƛƻƴΣέ WΦ Intell. Manuf., vol. 31, no. 6, p. 1383ς1402, aug 
2020
J. Lee, M. Azamfar, J. Singh, and S. SiahpourΣ άLƴǘŜƎǊŀǘƛƻƴ ƻŦ ŘƛƎƛǘŀƭ ǘǿƛƴ ŀƴŘ ŘŜŜǇ ƭŜŀǊƴƛƴƎ ƛƴ 
cyber-ǇƘȅǎƛŎŀƭ ǎȅǎǘŜƳǎΥ ǘƻǿŀǊŘǎ ǎƳŀǊǘ ƳŀƴǳŦŀŎǘǳǊƛƴƎΣέ L9¢ /ƻƭƭŀōƻǊŀǘƛǾŜ LƴǘŜƭƭƛƎŜƴǘ 
Manufacturing, vol. 2, no. 1, pp. 34ς36, 2020



DT architectures

ÅSeven layers [Singh et 
al, 2020]

ÅFive layers +
Åsecurity layer

Åaccess layer 
Åinterfacing between 

human and DTs

39S. Singh, M. Weeber, and K.-tΦ .ƛǊƪŜΣ ά!ŘǾŀƴŎƛƴƎ ŘƛƎƛǘŀƭ ǘǿƛƴ ƛƳǇƭŜƳŜƴǘŀǘƛƻƴΥ ŀ ǘƻƻƭōƻȄ ŦƻǊ ƳƻŘŜƭƭƛƴƎ ŀƴŘ ǎƛƳǳƭŀǘƛƻƴΣέ tǊƻŎŜŘƛŀ CIRP, vol. 
99, pp. 567ς572, 2021, 14th CIRP Conference on Intelligent Computation in Manufacturing Engineering, 15-17 July 2020



Example: Eclipse Ditto

ÅDevice as a Service
Ådigital twin API to work with 

physical device

ÅState management for digital 
twins
Åreported, desired, and current 

state of devices
Åsynchronization and 

publishing of state changes

ÅAccess control enforcement
Åfine -grained resource based 

access

40https://eclipse.dev/ditto/



Simulate cyber-attacks and test countermeasures

ÅPLC emulated with minicps
Åactuator, sensors, control logic

Å2 attacks against PLC1:
Åcommand injection

ÅDoS

ÅCountermeasure:
Åload balancer

ÅOnly simulation, with no physical 
input/output [where is the DT??]

ÅAttack on communication protocols

41A. Somma, V. Casola, A. R. Cavalli, A. De Benedictis, W. Mallouli, V. E. Valdés. A Cyber Digital Twin Framework to Support Cyber-Physical 
Systems Security. IEEE Smart World Congress (SWC), Portsmouth, United Kingdom, 28-31 August 2023.



Digital representation to be tested

ÅBuilding blocks
ÅAn extensible/modifiable digital twin representation
Åbuilt semi-automatically from the formal specification (Eckhart and Ekelhart)
Åthe framework should provide means for defining characteristics of common physical 

elements, which can be reused in multiple models

ÅA cyber-threat intelligence database
Åthe security evaluation will be continuous due to new threats arising

ÅAttack simulation toolset
Åimplementations of the attacks in the threat intelligence database

ÅA data analysis and reporting module 
Åmakes vulnerability inferences and risk assessment based on the results of attack 

simulations performed on the digital twin

ÅHow to design a DT that capture vulnerabilities and weakness of its 
physical counterpart?!?! 

42
M. Atalay, P. Angin. A Digital Twins Approach to Smart Grid Security Testing and Standardization. IEEE 
International Workshop on Metrology for Industry 4.0 & IoT, Rome, Italy, 2020



Attack model

43

uɻ0,t

iu0,t

ǳɻΩлΣǘ

iǳΩлΣǘ

uɻ1,t

iu1,t

ǳɻΩмΣǘ

iǳΩмΣǘ

Physical twins Digital twins

.

.

.

.

.

.
Hypothesis: trusted 
execution container

Intercept, 
modify, 
replay

Inject

Intercept, 
modify, 
replay

Hypothesis: synchronization is
accurate over all system states and inputs

Requirements:
1. Synchronization security
2. Synchronization latency
3. Authenticated external connections
4. Access control 
5. Software security
6. Local factory network isolation
7. DoS resilience

C. Gehrmann, M. Gunnarsson. A Digital Twin Based Industrial Automation and Control System 
Security Architecture. IEEE Trans. on Industrial Informatics, Vol. 16, No. 1, pp. 669-680, 2020.



Protect against attacks

44

ÅState replication
Åpassive state replication: physical 

and digital twins run functionally 
identical programs
Åevaluate security breaches stemming 

from the physical domain

Ådirect state replication or active 
monitoring: physical and digital 
twins are synchronized on regular 
basis
Ådetect potential hostile, external stimuli 

on the physical domain

C. Gehrmann, M. Gunnarsson. A Digital Twin Based Industrial Automation and Control System 
Security Architecture. IEEE Trans. on Industrial Informatics, Vol. 16, No. 1, pp. 669-680, 2020.



Use case

ÅPLC unit (u1) (OpenPLC)

ÅSoftware upgrade server (u2)

Å! ǊŜƳƻǘŜ ƻǇŜǊŀǘƻǊ ŎƻƴǘǊƻƭ ǳΩ2 ŀƴŘ ǳΩ1 to download new software 
packages and trigger the update, respectively

ÅState synchronization trigger physical systems u2 and u1 to perform 
the same operation

Å[No input is considered!?!]

ÅSecurity mostly relies on the (many) requirements

45C. Gehrmann, M. Gunnarsson. A Digital Twin Based Industrial Automation and Control System 
Security Architecture. IEEE Trans. on Industrial Informatics, Vol. 16, No. 1, pp. 669-680, 2020.



Anomaly detection

ÅtŜǘǊƛ bŜǘ ǳǎŜŘ ǘƻ ŎǊŜŀǘŜ άŦŜŀǘǳǊŜǎέ 
from event logs
ÅOffline simulation & Online monitoring
ÅAnomalies are also injected in OM during 

experiments

46

ÅDT used to train ML-based Anomaly 
detector
ÅOffline simulation

ÅOnly control flow anomalies are generated
ÅNo cyber-attacks

A. De Benedictis et al. Digital Twins for Anomaly Detection in the Industrial Internet of Things: Conceptual Architecture 
and Proof-of-Concept. IEEE Trans. on Industrial Informatics, Vol. 19, No. 12, pp. 11553 ς 11563, 2023 



Anomaly detection - 2 

ÅDigital Twin made of:
Åelectrical model of microgrids (PT)
Åcontrol flow model (CT)
Åmeasures from devices (ST)

ÅAnomaly detection
Åcompares DT status with measures 

from (emulated) grids

ÅNo real protocols in the 
emulator

ÅOnly energy flow models, no ICT 
monitoring
Åhow to distinguish failures?

47A. Saad et al. On the Implementation of IoT-Based Digital Twin for Networked Microgrids Resiliency 
Against Cyber Attacks. IEEE Transactions on Smart Grid, Vol. 11, No. 6, pp. 5138-5150, 2020 



Security assessment

ÅPressure vessel use case
ÅPLC monitors sensor and controls 

actuator

ÅSecurity-by-design

ÅSimulator
ÅOpenPLC
ÅI/O-Simulator
ÅScadaBR
ÅRun in VMs

ÅMetasploit + C++ script to alter 
ModBus communication
Å[Weak discovery phase]

48M. Dietz, L. Hageman, C. von Hornung, G. Pernul. Employing Digital Twins for Security-by-Design System Testing. Sat-CPS 
'22: Proceedings of the 2022 ACM Workshop on Secure and Trustworthy Cyber-Physical Systems, Pages 97 ς 106, 2022



Attacks against the DT and its links

49

ÅThe DT controller collects data about the state of physical objects
ÅHistorical data are kept
ÅData-only DT (no backward communication channel)

ÅNo indication about ML algorithms detect anomalies
ÅWhat is the DT useful for?

J. C. Olivares-Rojas; E. Reyes-Archundia; J. A. Gutiérrez-Gnecchi; I. Molina-Moreno; J. Cerda-Jacobo; A. Méndez-Patiño. Towards 
Cybersecurity of the Smart Grid Using Digital Twins. IEEE Internet Computing, Volume: 26, Issue: 3, May-June 2022, pp. 52 - 57



Trusted Federated Learning

ÅFL as kind of DT

ÅPrivacy-preserving

ÅVulnerable to data poisoning

ÅDistributed trust mechanism
Ålocal/remote trust levels

Åtrust depends on accuracy and delay of 
updates

50J. Guo, Z. Liu, S. Tian, F. Huang, J. Li, X. Li, K. K. Igorevich, and J. Ma. TFL-DT: A Trust Evaluation Scheme for Federated Learning in Digital 
Twin for Mobile Networks. IEEE Journal on Selected Areas in Communications, Volume: 41, Issue: 11, November 2023, pp. 3548 ς 3560



Prioritize security controls

ÅAnalytical Attack Graphs (AAG)
Ålogical Rules that define how an attacker advances within the network
Åderived from MITRE ATT&CK

ÅGraph Risk Value (GRV)
Åŀ ƳŜŀǎǳǊŜ ƻŦ ǘƘŜ ƻǊƎŀƴƛȊŀǘƛƻƴΩǎ ŎȅōŜǊ Ǌƛǎƪ ŜȄǇƻǎǳǊŜ
Åevaluated by cyber-security experts
Åreflects the difficulty to implement rules in AAG

ÅSecurity Controls (SCs)
Åcountermeasures elaborated by experts to mitigate the impacts of Rules

ÅTraceability Matrix (TM)
Åmaps SCs to Rules in AAG
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Prioritize Security Controls

ÅAlgorithms for risk reduction 
ÅGradient reduction
ÅArea Under Curve (AUC)

ÅSelect SCs that reduce the number 
of Rule types nodes in the 
corresponding AAG
Åimplementation of SCRs is costly and 

time consuming

ÅCyber Digital Twin captures
Åattack behaviour 
Åsystem configuration
Åuser account hierarchies, installed 

software and its version, open sessions, 
memory map, vulnerability, user group 
membership, or a network-share access 
permission
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Cost-effective Digital Twin specification

ÅAn adaptive method for deriving a digital twin specification for a given 
ICS, under strict budget constraints

ÅImpact evaluated by the number and types of supported pen-tests
Åbenefits (detection/protection) vs costs (implementation)

ÅThree types of implementation:
Åphysical, virtualization/emulation, and software simulation

ÅOutput: the type of implementation for each ICS component 
(physical, emulation, software)

ÅOptimization: 0ς1 non-linear programming problem
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CPS Twinning

54

ÅSimulation & Replication: 
ÅSimulation: the digital twins run independently of physical counterparts. This mode allows users to analyze process changes, 

test devices or even optimize manufacturing operations
ÅReplication: mirrors data (even unidirectional to avoid side effects) from the physical environment (either in real-time or 

offline). Possible data sources: log files, network traces, and sensor measurements 

ÅGenerator: transforms the 
specification into a virtual 
environment
Å parse the specification to extract the 

topological structure 
Å build the virtual environment
Å apply configurations

ÅVirtual Environment: virtualized 
infrastructure and runtime for virtual 
devices
Å control logic, network protocols, device 

types and the physical equipment
Å cloning of cyber components + 

simulation of physical components
Å file-based storage for sensor and 

actuator values, or hardware-in-the-
loop (HIL)

Eckhart, M., & Ekelhart, A. (2018c). Towards security-aware virtual environments for digital twins. In Proceedings of the 
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