An adaptive digital twin
for agile services over
the computing

continuum

A framework for collaborative cyber-security operations over service supply
chains

Make hypothesis, perform analysis, and draw predictions of what could
happen in complex, heterogeneous, and interconnected ICT systems

Improved monitoring, detection, analysis, investigation, and response

Concept

MIRANDA develops a Cybersecurity Digital Twin (CDT) to
model and capture the security posture of interconnected
Mmulti-ownership systems, which is used to detect, hunt, and
remediate threats and attacks.

MIRANDA builds adaptive and automated processes for threat
hunting, detection of lateral movements, and eradication of el s —
the root causes of attacks. 2 T RSy
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